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Introduction

Pokémon GQanew mobile application fosmartphoneand tablets, has taken America
by storm, resulting in ove30 million downloads from the Google Pland iOS Apstores
since its introduction on July 6, 20i6The freeto-play augmented realitygame

encouragepl ayers to interact with their communi
Children go outside, becamore physically active, and even engag interesting ne
soci al I nt er act i o nespeciaByuntlight ohits expl@siveepopsilarity,e | e as e

also createan alarming safety issue that must be addressed immediately

This moderrday scavenger hunt, a seemingly innocuous challenge, creates the potential
to lure unknowing children directly into danger by settumglocations and objectives
within the game péusly closeto the homes of registered, highvel sex offendrs
Additionally, sex offendersccess tdhe gamecreatespotentially dangerous situations
where sites set up by the developer provide unfettersgbado childremvho congregate

in theseocatiors.

Upon a closer investigation of this issue, Sendgdf Klein and SenatobDiane Savino

found nothing inthe current New York State lawhat explicitly prohibits sexoffenders

from playing thesggames nodoes current law place any mandate on the devetoper

ensure the game doesndét send children to sex

Key Findings

1 Investigators using the Pokémon GO application across all of New York City
caught 57 Pokémon characters directly in front of the residential addresses of sex
offenders who & currentlyon probation andr parole ad whose crimes involve
the sexual abuse of children or the possession of child pornography.

1 The investigators also located 59 total Pokéstops or Poké Gyms throughout the
City within a haltblock radius of the 10Cex offenders’ residences visited during
the investigation.

1 In total, the investigation found that 73 of the 100 sex offenders addresses were
within a haltblock of a Pokémon GO related item (actual Pokémon, PokéStop
and/or PokéGyms).

Uhttp://venturebeat.com/2016/07/19/sensot-towet-pokemon-go-has-already-passed-30m-downloads-and-
35m-in-revenue/



Augmented Reality Games

An augmented reality game is a digital application or game, typically accessed on mobile
devices such as smartphones, tablets, augmented reality glasses, etc., which cause users to
physically move to and/or personally interacthwreatworld locations (outside of the

user6s home). The pur pos eworlddocatianstalochteaeds e g o a l
interact with objectives inside the game.

One of the more popular augmented reality games on the market noweradAokO.

Pokémon GQillows players to capture, battle, and train virtual creatures, ¢dleéimon

which appear on mobile device screens as though in they existiiy bgalsing GPSand

thecameraon compatible devices. Pokémon s, a relatedBluetoothconnected

hardware device, is planned for future release and will alert users when Pokémon are
Anearbyo with an audi bl elhetpmspect ohthiddhardware p hy si ¢
device will likely induce even more consumers to begin playinggédmee on a regular

basis, increasing its popularity.

With the large influx of people who are ngiPokémon G(the diances for misuse by sex

offenders haicreasd substantially. Notably, this free to download gamadsessible

by people of all agefoth very young children and adults of any age. By extension, this
includes sex offenders. Because it 1 s a game
the real worldit has createthe potential for dangerous situations arising between children

andsex offenders.

Recent Eventsacross the Countrywith Sex Offenders and Pokémon GO

Since the game was published less than two weeks ago, there have been multiple instances
where the game goals and objectives have overlapped with sex offenders add&s the

In Arizona, a Pokéstowas located at the same location as a hotel that was turned into a
halfway house where 43 registered ségmalers were currently living.

In another instance, a registered sex offender in Indiana was caught and arrested for
actally playing the game with a #&arold boy on the local courthouse lawn when he
was recognized by two local probation officers.

1.2710477


https://en.wikipedia.org/wiki/List_of_Pok%C3%A9mon
https://en.wikipedia.org/wiki/Global_Positioning_System
https://en.wikipedia.org/wiki/Phone_camera
http://www.nydailynews.com/news/crime/indiana-sex-offender-arrested-playing-pokemon-teen-article-1.2710477
http://www.nydailynews.com/news/crime/indiana-sex-offender-arrested-playing-pokemon-teen-article-1.2710477

In an additional instance, one Pokéstop was placdteaiutdoor sign of Sunny Acres, a
San Luis Obispo sobdiving facility which caters to, among other populations, recovering
alcohol and drug addicts, and released sex offeriders.

On July 21, 2016, CNN. com released a Parent

cautonaP o k ®mon fAPokestops o and unekavithest@apgers., 0
While the guide does not mention sex offenders specifically, there is a suggestion of
di scussing fistranger dangero with children

mentions that this game requires fagdace interaction wh other players there are often
lengthy inperson encounters, as players gather at these meeting loéations.

Pokémon GO and New York Sex Offenders

There arenherent dangers th&®okémon G(presents as it relates to New York children

and dangerous sex offendeFse first danger for a child playing P@kon GO can occur

the instant a child leaves his/her house to play this game. As a child walks down any street

to play this game, in any neigbrhood, a Padmon character can appear on a child's device

at any time. Because the object of the game is to immediately stop in order to catch a

character, a player must linger in the spot where a character appears on their screen. This
creates a seriouygnminent danger for children who, unknowingly, stop directly in front of

a sex offender's home.

Aside from catching @okémonrandomly in front of the home of a potential predator,
otherin-game elementsallediiPokéstops ® P 0 k ® mo nandfilyiness pregent similar
dangeravith the potential for sex offenders playing the gamestsilyidentify wherdarge
crowds of children will be at any given tintfElements of the game that have high value to
its users tend to attract large groups of people wéplaying the game in a certain location
in the real worldThis happenedn Friday, July 15, 2016 in Central Parkwhen hundreds
of people showed up to capture a rare Pokémon, one of the valughl®éelementsin
addition, developer generated sites are frequently situated within fesexfoffender
homes.All of these areelementsand/ or locations that the developer or a plagan
manipulate or monitor in the real world.

“ P @skt o phisis afree locatioplaced bythe game developer that the player must find.
Pokéstops are stationesdound the worlét important cultural spots, such as statues, public
buildings, as well as other types of locations like playgrounds. These |ecakionot
change in the game. An actuall world example wheréhis could be worrisome is a
location where a high concentration of children mayis#ing, such as Central Park or
theBronx Zoo.

3 http://www.cbsnews.com/news/Pokémon-go-sex-offender-home-california-leads-players
4 http://www.cnn.com/2016/07/21 /health /pokemon-go-advice-for-parents

> http://gothamist.com/2016/07/16/watch hundreds of Pokémon go plaver.php
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http://www.cbsnews.com/news/pokemon-go-sex-offender-home-california-leads-players/
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A Pokéstopnap isavailable from a website that colleatformation about the game. There
are a massive number of Pokéstops around New York City, and their locations are being
updated daily:

“ L u r This is an iterrused to entic®okémonto show upat a specific Pokéstop\ny

user, once thegittaina certain | evel ( easi mgduleatcahyi e ved) ,
Pokéstop. A registered sex offender could play this gaarg] set up a lure outside of his

or her home, at a playground, or any other location that is &s&éstopn order to bring

children to his or her locatiorLures are inexpensive and easy to obtain. ldremodule

in the store costs 100 Pokécoins anldi® modules costs 680 Pokécoins. Coins can be
purchased by players with reabrld money:

Number of Coins Cost (U.S. Dollars)
100 $0.99
550 $4.99
1,200 $9.99
2,500 $19.99
5,200 $39.99
14,500 $99.99

At this rate, a sex offender could quickly and easily purchase 28 lure modules for only
$19.99.

“PokéGym”: This is a sgarate physical location where a player mgstto train and
strengthen theicollection of PokémonMultiple players must physically go to these
AGymo | ocat iparticipatei n or der t o

¢ http://www.mapapokemongo.com/pokestops/new-york



http://www.mapapokemongo.com/pokestops/new-york

Removing the Dangers fronthe PokémonGO Game

Upon review, arrently, the augmented reality game developErPokémonGO, Niantic
Labs does have a formal processémove @ okestopfrom the gameA user must provide

the developer with certain information in order to report an addressuser mudbe able

to say why the location needs to be removed, the exact name Pbkisop, the exact
address of th@okéstop, and if possibjehe latitude and longitudé&his is only one in
game element though, and there is no mechanism for a user to aBkkBatondo not
appear at sex offender addressdthough the existence of this complaint mechanism does
seem toindicatethat the developecurrently doeshave theability to exclude ingame
locations.

Submit a request

Your email address*

Subject*

How do i get a address removed?

Pokémon GO Trainer guidelines
Additional infofreason for your request*

How do | get a specific address removed from the Pokemon GO

game?

The reported PokéStop/Gym is

Dangerous

Poké Stop/Gym is dangerous because it is*

On & major readway, highway, freeway, or bridge

Exact name of Poke Stop*

Please I ks eld Myou are reporiing an kssue with 3 PokéSiop of Gym

Address of the Poke Stop/Gym*
Latitude | Longitude of the PokéStop/Gym [optional)

Attachments




The response th& received after this is seigta short statement saying they will look
into the issue.

Thanks for contacting Pokémon GO Support Inbox =
Pokémon GO <pokemen-go-support@nianticlabs.com= 12:04 PM (0 minutes ago) i
to me [~

Hello,

Thank you for reporting this PokéStop/Gym. We will review and take appropriate action. You'll receive a follow-up
via email once your request has been reviewed.

-NianticOps

If a user desire® report an instance of inappropriate behavior by another player in the
game via their s, the user musil out a generic email form and wait for a response.

English (US)

S Submit a request

Request a nickname or team change -
Delete my Pokémon GO account

Q Search Report an issue with a Gym or PokéStop
Report inappropriate gameplay
Report a bug
GETTING STARTED GYMS AND BATTLE Help with PokéCoins and premium items

Map View Gym overview

Whenaresponse does come from the camyp the user receivabe following email
merely instructing them to reach outié@al law enforcement



Pokémon GO <pokemon-go-support@nianticlabs. com:= 9:26 AM (47 minutes ago) *= v

to me [=

Trainer,

Please contact your local police or law enforcement for further assistance if you feel you are in
danger.

Thank you for contacting us about this issue - we've received your report. Please be assured that
we investigate all reports, but we can’t discuss actions taken on other Trainers. We will reach out
to you if we need any further information.

If it would make you feel more comfortable, we can change your nickname without any impact to
your progress. We can also delete your current account so you can start playing with a new email
address. If you prefer one of these opticns, please reply to this email and let us know.

If you have additional information you'd like to send regarding this particular report, please reply
to this email instead of filling out our contact form again.

-NianticOps

Sex OffenderLaws in New York

Residency Restrictions for Sex Offenders

In order to protect communities from the dangers posed by released sex offenders on
probation or parole, New York State places several restrictions on them with respect to
residency and movement. Level 1 or Level 2 sex offenders whose victim was under the
age of 18, as well as all Level 3 sex offenders, are prohibited from entering school grounds
or being within 1,000 feet of any school or institution used primarily for the care or
treatment of persons under the age of 18. Etexutive Law § 259-¢14) and Penal Law

8 65.10(4-a) state that Level 3 sex offenderdhose sex offenders with victims under the

age of 18 on parole or probation

Ashall r kendwmglyi enterifgrinto or upon any school grounds, as
that term is defined in subdivision faeen ofsection 220.00 of thBenal

Law, or any other facility or institution primarily used for the care or
treatment of persons under the age of eighteen while one or more of such
persons underthe age®fi ght een ar e present. o

Section 220.00 of the Ral Law then goes on to define school grounds as
i ( a )or on wr within any building, structure, athletic playing field,

playground or land contained within the real prop&dyndary line of a
public or private elementary, parochial, intermediate, junior high,



vocational, othigh school, or (b) any area accessible to the public located
within one thousand feet of the rgmbperty boundary line comprising any
such school or gnparked automobile or other parked vehiotmated within

one thousand feet of the real property boundary line comprising any such
school. Forthe purposes of this section éarea accessible to the puldlic
shall mean sidewalks, streets, parking Iptaks, playgrounds, stores and
restaurants. o

The New York State Department of Corrections and Community SupervBOGCS

has interpreted these statutes as prohibiting sex offenders from knowingly residing within
1,000 feet of school buildings and from kvingly traveling within 1,000 feet of school
buildings.

Internet Usagefor Sex Offenders

Current law, Section 65.10 of the penal law, states that Level 1 or Level 2 sex offenders
whose victim was under the age of 18, as well as all Level 3 sex offeaderohibited

from using the internet to access pornographic material, access a commercial social
networking websitepr communicate with other individuals or groups for the purpose of
promoting sexual relations with persons under the age of eighiiearever, it is unclear

if this explicitly prevents sex offenders from playing augmented reality games, which
allow players to interact socially and arrange for encountéinde it is conceivable these
games could fall under the category of a social neédmgr website via judicial
interpretation, they are not social networking in the traditional sense, nor are they websites.
A statutory clarification would make clear that tlegiklative intent is to preversex
offenders from accessing these games.

Investigating Pokémon GO in NYC

Upon hearing disturbing reports across the
offenders while playing P@mnon GO, the Offices of Senagilein and Savino conducted

an investigation across the city to determine if Pokémon locations can beridtomt of

Level 2 or 3 registered sex offend@mssidence throughout New York City and how close
developer created sites were to sex offendesislencesThe results wershocking.

Methodology

1. A list of primary addresss of sex offenders in each borough New York Citywas
compiledusing the Division of Criminal Justice Services website datab@iselist was
prioritized usingesidential addresses of sex offenders who are currently under supervision
(on probation and parole) and whose crimes involve the sexual abuse of children or the
possession of child pornography



2. Thoseaddressswere then visiteavhile using thePokémonGO mobile application to
seewhich in-game activities and objectives are locaiadhe immediately surrounding
area0f t hese sex o fTHisenfonationsvés cangildd t@ shave pattern
of dangerous kgame activity This datareveat easy opportunities for sex offenders to
interact with children playing the game.

3. Concurrentlymaps of Pokgops andPokéyms (i.e. screenshots of from a sex
offender's address), provided by researchers, were@fesenced with the Pékops
andmaps found on wwwnapapokemongo.com/pokestops/agark andportals from a
locationbased game callddgressthat were the basis for Pokémon GO sites.

4. These Paddstopsand Gyms weréhen researched to determine their proximity to a sex
offendes gesidence.

Investigative Findings

1. Pokémon and Characters FoundDirectly in Front of Sex Offenders Residencs

In thetime spent in each borough, Rskonwerecaught57times out of thd.00addresses

visited or 57% of the timed i rect |l y i n front of a sex offe
offenderswhoarecurrently under supervision (on probation and parole) and whose crimes

involve the sexual abuse of children or the possession of chilgm@phy In the game,

a player must try to capture various creatures that randomly appear as a player walks. In

order to capture these creatu(@®kémon) a player is required to stdpequently and

remain in that location, in order to successfullytaegit.

10
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57 Instances that a Pokémon appeared in front
of a registered sex offender's residence during
the research window

m Bronx

m Brooklyn
Manhattan

m Queens

m Staten Island

2. Pokéstops and/or PokéGyms Located Within a Half-Block of Sex Offenders
Residencs

There were also 5®tal Poléstopsor PolkeGymsfound throughout the City in close
proximity (within a half block radius) during the investigative peraddLO0 addresses
That mean$9% of the timea Polémon pl ayer was near a sex
was a Poéstopor PokéGymlocated witlin a half block.These Poéstopsand PoEGym
arethelocationi n t he game where a player (i.e.
of the Polémon GO game to draw others to that locatimnwhere a player can go to
strengthen their charactékny child playing this game could be lured to a public location
wherea sex offender could be playing and waiting for the child.

11
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59 PokéStops and/or PokéGyms found
throughout New York City within a halblock
of Sex Offenders

H Bronx

m Brooklyn
Manhattan

m Queens

m Staten Island

3. Total Instances of All Combined Pokémon GO Related Items Within a Half Block
of a Registered Se0f f ender s’ Resi dences

In total, the investigation founthat73 of the 100 serffenders address were within a half
a block of a Pokémon GO related item (actual Pokémon, PokéStop and/or PokéGyms).

12



73 Total Instances of All Combined Pokémon
GO Related Items Within a Half Block of a
wSIAAG0SNBR {SE h¥TFS

m Bronx

m Brooklyn
= Manhattan
m Queens

m Staten Island

Below area set of screen shots from the Pokemon GO game in franttaalregistered
sexo f f e rpdneany tegistered address.
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Queens
15017 17th Ave, Queens, NY 11357

150th st

150th st

16th Rd 16th Rd

p '
150-17 17th Avenue

WaQ Deli & Grocery

-
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Staten Island
460 Brielle Avenue, Staten Island, NY
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m Metropolitan Fire

,460 Brielle Avenue
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Solutions
1. Legislation: Active Sex Offender Ban on Augmented Reality Games

Currently, sex offenders in this category are banned from using social media, but the statute

is not clear on whether a game such as this constitutes social adiegislationuses

theDCds new definition of Aaugmented reality
or conditional discharge pursuant #b68100f the New York Penal Law from downloading

or playing any augmented reality game. This bill would keep the game out of the hands of
known sex offenders with a recent history of offeresgainst children

2. Legislation:In-Game Sex Offender ResidencedRiction

This new legislation woulghlace restrictions inside the game that would prevent children
from playing the game near a sex offenderos
following:

1 In-game objectives cannot be located withirl@)-foot radius of the sex
of fender 6s home.

1 The game developer must obtain information regarding all pubigtbd sex
offender addresses from the Department of Criminal Justice Services (DCJS)
website and must update this information on a monthly basis.

1 The attorneygeneral will have the power to enforce the provisions of the act,
including issuing cease and desist orders against the game developer in the
event that they are not complying with the act.

1 Penalties include a maximum $100 per day fine for each locatithre igame
that does not comply with the exclusion requirements in the act. These fines
could be substantial, as there are thousands of sex offender residences around
the state.
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